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DevOps/CloudOps /Agentic AI Engineer
                                         
Professional Summary

· Experienced in architecting and operating multi-cloud platforms across AWS, Azure, GCP, OCI, and Digital Ocean with cloud-agnostic, portable infrastructure patterns.
· Specialized in Kubernetes (AKS/EKS/GKE) and cloud‑native infrastructure, with proven expertise in Terraform, Ansible, Helm, Docker, and container‑based test environments.
· Strong background in end‑to‑end observability and monitoring using Prometheus, Grafana, ELK Stack, Dynatrace, Datadog, CloudWatch, and Azure Monitor, enabling proactive alerting, anomaly detection, and reduced MTTR. 
· Experienced in managing Windows workloads, PowerShell automation, Azure CLI operations, and integrating analytics platforms like Power BI into Azure cloud environments. 
· Strong knowledge of Azure governance, cost optimization, compliance policies, hybrid identity, Azure Arc concepts, and Sentinel-based monitoring integrations.
· Specialized in multi-cluster, multi-cloud Kubernetes architectures, including service mesh, operators, CRDs, and advanced workload scheduling.
· Experienced in security and compliance automation, including secrets management (Vault, AWS Secrets Manager, Key Vault), vulnerability scanning (Snyk, Trivy, Veracode), and SBOM/compliance frameworks (SOC2, PCI‑DSS, HIPAA) to ensure secure, audit‑ready deployments.
· Strong background in backend engineering and Agentic AI systems, including C#/.NET agent-based architectures (Optimizer, Planner, Reporting), domain models (ActionLog, ResourceDetails, IResource, Output Contracts), and JSON schema design for validation and interoperability across microservices. Skilled in workflow orchestration with cloud APIs, asynchronous processing, and integration workflows. 
· Extensive experience designing and maintaining Jenkins-based CI/CD pipelines using declarative and scripted Jenkinsfiles.
· Extensive hands-on experience with GitLab CI/CD, designing and maintaining complex multi-stage pipelines using gitlab-ci.yml for build, test, security scan, and deployment workflows
· Developed reusable GitLab CI templates and includes, enabling standardization across multiple repositories and teams
· Implemented branch-based and environment-based pipelines (feature, develop, release, main) with approval gates and protected branches
· Built dynamic pipelines using rules, workflow conditions, variables, and child pipelines to optimize execution time and cost
· Strong expertise in agentless configuration management using Ansible playbooks and roles.
· Hands-on experience implementing GitOps practices, using Git repositories as the single source of truth for infrastructure and application deployments.
· Proven ability to automate build, test, and deployment workflows across development, testing, staging, and production environments.
· Experienced in automating AWS EC2 infrastructure and Security Group configurations through CI/CD pipelines.
· Hands‑on expertise in CI/CD pipelines (GitHub Actions, Azure DevOps, Jenkins, GitLab CI), YAML pipelines, branching strategies, code quality gates, and automated testing. Skilled in scripting (Python, Bash, PowerShell) and hybrid workload optimization, with a track record of building resilient, cost‑optimized enterprise solutions.
· Extensive experience in databases and state management, designing MongoDB schemas, implementing Azure Table Storage, and leveraging MongoStateStore and Azurite for CI/CD validation. Automated backup and restore strategies and developed data contracts to ensure consistency across distributed systems.
· Proficient in infrastructure automation with Terraform modules, ARM/Bicep templates, and Ansible playbooks, enabling reproducible deployments of Azure VMs, AKS, Storage, IAM, and container-based test environments. Skilled in Docker containerization, Helm chart management, Linux administration, and Nginx load balancing for high‑availability workloads.
· Strong expertise in observability and monitoring, configuring Prometheus, Grafana, ELK Stack, CloudWatch, and Azure Monitor to deliver proactive alerting, anomaly detection, and reduced MTTR. Experienced in alerting workflows (PagerDuty/xMatters) and designing multi‑cloud observability strategies.
· Hands‑on scripting and automation with Python, Bash, and PowerShell, integrating scripts into CI/CD pipelines for provisioning, validation, log analysis, and reporting. Recognized for building resilient, cost‑optimized, and compliant enterprise solutions with a focus on security, governance, and performance optimization.
· Proven ability to design and document complex architectures, authoring Markdown documentation, integration flow diagrams, and data contracts, while leveraging GitHub Copilot Chat, Visual Studio/VS Code, and static analysis tools to accelerate development and enforce coding standards.

TECHNICAL SKILLS

· Agentic AI / Backend: C#/.NET, Agent-based architecture, Optimizer/Planner/Reporting agents, JSON schema design, workflow generation, LLM-backed planning, LangChain/LlamaIndex integrations, RAG Pipelines, LLM Orchestration, Prompt Engineering, Tool Calling
· Vector Databases: ChromaDB, FAISS, Pinecone (list any one you used)
· LLM APIs: OpenAI, Azure OpenAI, Anthropic Claude
· Databases & State Management: MongoDB, Azure Table Storage, Mongo State Store, Azurite (CI test environments) 
· Cloud & Platform: Microsoft Azure (Azure ML, AKS, VMs, Storage, IAM), AWS (EKS, RDS, Lambda), GCP (GKE, BigQuery, Vertex AI) Oracle Cloud Infrastructure (OCI – OKE, Compute, Networking), DigitalOcean (DOKS, Droplets)
·  Hybrid Identity & Governance: Azure Arc, Azure AD Connect, PIM, RBAC, Azure Policies, Compliance & Cost Optimization
· CI/CD & Automation: GitHub Actions, YAML pipelines, Jenkins, GitLab CI, Azure DevOps pipelines, branching strategy, code quality gates, unit/integration test automation
· MLOps: Azure ML pipelines (training, inference, model deployment), MLflow, model registry, Databricks, embedding   pipelines, batch/online inference
Data Engineering: Spark, feature stores (Foundry/Databricks/Feast)
· Kubernetes: EKS, AKS, GKE, Helm, Service Mesh (Istio/mTLS) Kubernetes Operators, Custom Resource Definitions (CRDs), and Admission Controllers
· Developer Tools: GitHub Copilot Chat, Visual Studio/VS Code, Git branching, PR reviews, static analysis, reference scanning 
· GitOps tools: ArgoCD and Flux for cross-cloud promotion pipelines
· Infrastructure & Automation: Terraform, Ansible, Bicep/ARM templates, Docker, Kubernetes (EKS/AKS), Helm, Linux administration, Nginx load balancing
· Security & Compliance: Vault, AWS Secrets Manager, Snyk, Trivy, Veracode, SBOM generation, compliance checks (SOC2, PCI-DSS, HIPAA)
· Monitoring & Logging: Prometheus, Grafana, ELK Stack, CloudWatch, Datadog, Azure Monitor, AppInsights, Dynatrace, Azure Sentinel (alert rules, log analytics integration)
· Scripting & Automation: Python, Bash, PowerShell, Go, PowerShell (Advanced automation for Azure VMs, Windows servers, monitoring agents)

Work Experience

Senior Agentic AI / DevOps Engineer                                                                                                       April 2025 – Present 
Amex

Role Summary: Hybrid role combining Agentic AI engineering, LLM automation, cloud infrastructure, CI/CD, and enterprise DevOps practices.

Responsibilities:

· Designed and implemented Optimizer, Planner, and Reporting Agents in C#/.NET to automate cloud analysis, decision-making, and workflow execution.
· Built LLM + RAG troubleshooting systems for log analysis, error classification, and automated triage, improving resolution time and support efficiency.
· Developed complete RAG pipelines (document loaders, chunking, embeddings, FAISS/Chroma/Pinecone vector stores, retrievers) for domain-specific search and reasoning.
· Created LLM applications using OpenAI/Azure OpenAI and LangChain for tool-calling, prompt orchestration, and multi-step reasoning. 
· Architected multi-cloud infrastructure spanning AWS, Azure, GCP, OCI, and DigitalOcean to ensure high availability, portability, and cost efficiency
· Designed multi-cloud disaster recovery and business continuity strategies including cross-region failover and state replication
· Productionized GenAI workloads with monitoring, tracing, rate-limit handling, logging, guardrails, and scalable inference patterns. 
· Configured and managed GitLab Runners (shared and self-hosted) on Kubernetes and cloud VMs for scalable CI execution
· Led large-scale Azure migration initiatives including VM migration, AKS workload migration, storage modernization, and network architecture redesign.
· Designed Azure landing zones with VNet peering, UDR, NSG rules, Private Endpoints, and Azure Firewall to establish secure hybrid connectivity.
· Migrated on-prem and AWS workloads to Azure AKS, Azure VMs, and Azure SQL using Terraform and Bicep templates.
· Implemented Azure IAM governance with RBAC, PIM, Azure AD roles, Managed Identities, and automated certificate/secret rotation.
· Engineered cloud infrastructure with Terraform, Docker, AKS/EKS, AWS CLI, Azure VMSS, VPC, RDS, S3, IAM, and hybrid VM + container workloads.
· Automated deployments using GitHub Actions CI/CD pipelines with branching strategies, security scans, quality gates, and multi-environment releases. 
· Integrated Azure ML for model versioning, training pipeline orchestration, and managed online endpoints to operationalize AI/ML workloads at scale.
· Implemented high-availability architectures, zero-downtime upgrades, automated rollbacks, and cluster reliability improvements (scheduling, eviction, isolation, network policies).
· Built resilient state systems using MongoDB, Azure Table Storage, MongoStateStore, and asynchronous pipelines for distributed agent execution. 
· Deployed LLM/RAG and ML models to AKS + Azure ML endpoints, ensuring scalable, secure inference for enterprise workflows.
· Integrated security and quality gates into GitLab pipelines:
· SAST, DAST, Dependency Scanning
· Container scanning (Trivy/Snyk)
· SBOM generation and compliance checks
· Enhanced observability using Prometheus, Grafana, ELK, Azure Monitor, AppInsights, Dynatrace, CloudWatch for AI agents and cloud platforms.
· Strengthened security using Vault, AWS Secrets Manager, Key Vault, Snyk, Trivy, and SBOM governance for safe LLM and platform operations.
· Created automated runbooks, scripts, and self-service tooling that improved root-cause analysis and reduced MTTR across engineering and support teams.



Senior Cloud/DevOps Engineer 
Client: Wells Fargo, Iselin, New Jersey								(Jan2024 – April 2025)

Role Summary: Cloud-native DevOps role covering AWS, Azure, Kubernetes, IaC, CI/CD, observability, migration, and security compliance.

Responsibilities:
· Designed and deployed cloud-native applications on AWS using Spring Boot microservices and React, running on EKS with GitOps-based deployments.
· Built and maintained multi-environment CI/CD pipelines (Azure DevOps, Jenkins, GitHub Actions), improving deployment consistency and reliability.
· Migrated workloads to Azure AKS and AWS EKS using Terraform, Helm, and Ansible.
· Designed Infrastructure-as-Code pipelines using Terraform modules, remote state, and Bicep templates for scalable platform provisioning.
· Automated AWS infrastructure (EKS, RDS, DMS, S3, Lambda, Route 53) with reusable Terraform modules, eliminating manual provisioning. 
· Supported AI/ML workloads using AKS, Databricks, MLflow, and Azure ML, enabling scalable model deployment and retraining workflows.
· Centralized secrets using AWS Secrets Manager and Azure Key Vault, including automated rotation for certificates, API keys, and database credentials.
· Implemented Azure DevOps YAML pipelines integrating Terraform, Python validation scripts, compliance checks, and automated environment promotion.
· Automated provisioning using Ansible for secrets management, configuration drift prevention, and compliance enforcement. 
· Designed, built, and optimized robust Jenkins CI/CD pipelines to automate build, test, and deployment workflows across development, testing, staging, and production environments
· Implemented declarative and scripted Jenkins pipelines using Jenkinsfile to orchestrate complex multi-stage workflows
· Integrated Jenkins with Ansible, GitHub/GitLab, Docker, and artifact repositories to enable end-to-end automation
· Monitored CI/CD pipeline performance, troubleshot build and deployment failures, and improved system reliability and availability
· Managed Windows workloads in Azure, including VM configuration, patching automation, monitoring agent deployment, and hybrid identity integration.
· Automated cloud operations using PowerShell, Azure CLI, and policy-based governance controls.
· Integrated Power BI dashboards with Azure Monitor/Log Analytics to improve reporting, cost visibility, and compliance tracking.
· Implemented Azure Arc–based governance, Sentinel alerts, and compliance monitoring for hybrid and cloud-native environments.
· Implemented GitOps-driven deployments using ArgoCD and Flux for multi-cloud Kubernetes clusters (EKS/AKS/GKE)
· Automated end-to-end Azure provisioning using Terraform modules, Bicep, ARM templates, and PowerShell scripts. 
· Developed, tested, and maintained Ansible playbooks and roles for agentless infrastructure provisioning, server configuration, and application deployment
· Automated configuration drift prevention and compliance enforcement using Ansible inventories, roles, and modules
· Integrated Ansible execution into Jenkins pipelines to ensure repeatable and consistent deployments
· Used Ansible to configure AWS EC2 instances, install packages, manage services, and standardize environments
· Built hybrid cloud connectivity using VPN Gateway, ExpressRoute, private DNS zones, and VNet-to-VNet peering.
· Designed and deployed Azure monitoring using Azure Monitor, AppInsights, Log Analytics, and custom alerts for cloud workloads. 
· Implemented GitOps best practices using Git repositories as the single source of truth for infrastructure and application configurations
· Enabled observable, auditable, and verifiable deployments through Git-based change management
· Integrated Jenkins and Ansible with Git-centric workflows to manage operational changes
· Implemented continuous deployment using ArgoCD and Flux within a GitOps framework
· Performed cost optimization, VM rightsizing, lifecycle policy design, and Azure Advisor-driven improvements.
· Conducted Azure security hardening using Key Vault, managed identities, RBAC, Azure Policies, and Zero Trust configurations.
· Implemented CI/CD workflows with GitHub Actions + Azure DevOps, integrating test automation, code quality gates, and security scanning.
· Configured observability using CloudWatch, Prometheus, and Datadog, reducing MTTR and improving incident response. 
· Implemented zero-trust security models across multi-cloud Kubernetes environments using mTLS, mesh policies, and micro-segmentation
· Managed secrets and certificates across AWS, Azure, GCP, OCI, and DigitalOcean using Vault, KMS, and cloud-native secret stores
· Integrated Chef InSpec + Chef Automate to enforce SOC2/PCI-DSS standards and validate system hardening continuously.
· Designed highly available AWS architectures with EKS autoscaling, RDS multi-AZ, S3 lifecycle management, Route 53 routing, and Lambda automation.
· Implemented cloud governance, IAM controls, and continuous security scanning to maintain audit readiness.
· Collaborated with international DevOps and application teams to unify deployment processes, runbooks, and AWS resource standards.
· Built container-based test environments using Docker and Kubernetes to support faster release cycles.
· Documented integration flows, migration notes, and optimizer-output.md for team-wide collaboration and architecture clarity.
· Supported large-scale cloud migration initiatives, analyzing dependencies, preparing migration plans, and optimizing workloads post-migration.
· Coordinated with DB platform teams to ensure RDS, DMS, SQL Server workloads met performance, networking, and DR requirements.
· Developed Terraform and Pulumi modules with Checkov, Terratest, and pre-commit validations to strengthen IaC security and consistency.
· Automated provisioning workflows with Ansible, Puppet, and Chef to eliminate configuration drift across AWS and Azure environments.

Cloud DevOps Engineer 
Informatica											(June2022- Dec2023)

Responsibilities:
· Built and standardized Azure DevOps pipelines with SonarCloud quality gates, automated approvals, and rollback strategies to ensure compliant and reliable deployments.
· Migrated legacy Jenkins pipelines to GitLab CI with GitOps workflows, reducing manual release .
· Provisioned Azure Storage (Tables, Blobs) and AKS clusters using Terraform/Bicep.
· Automated CI/CD with GitLab CI, Jenkins, and Azure DevOps pipelines.
· Provisioned Azure resources (AKS, Function Apps, SQL, Blob Storage) using reusable Terraform, Bicep, and ARM modules, improving environment reproducibility.
· Developed Chef cookbooks and standardized Chef organizations/environments to automate provisioning across Azure and AWS workloads.
· Integrated Chef Automate with InSpec to enforce SOC2/PCI-DSS controls and continuously validate system hardening for production systems. 
· Designed governance frameworks including Azure Policies, RBAC, cost optimization, tagging standards, and compliance alignment.
· Supported hybrid identity environments through Azure AD, conditional access policies, and Azure Arc resource onboarding.
· Integrated Azure Key Vault and AWS Secrets Manager into pipelines to eliminate credential exposure and enable automated secret rotation.
· Integrated static analysis, reference scanning, and vulnerability checks (Snyk, Wiz, Veracode).
· Designed containerized test environments with Docker + Helm for reproducible deployments.
· Designed and deployed Terraform IaC for AWS (EKS, RDS, S3, IAM), enabling secure, repeatable multi-account provisioning. 
· Coordinated with enterprise backup teams to align AWS workloads with company-wide backup and recovery policies, including RPO/RTO guidelines.
· Developed automated scripts and Terraform modules to enforce standardized backup tagging and retention policies across AWS accounts.
· Integrated cloud resources with enterprise scheduling systems by designing API-driven workflow triggers and automation routines.
· Improved DR readiness by validating cloud failover, backup restoration, and policy compliance using automated test procedures.
· Supported database platform teams in automating provisioning and DR strategies for SQL Server, Oracle, and RDS environments.
· Automated cross-region database migration workflows using AWS DMS and Python, improving reliability of Oil & Gas data analytics pipelines.
· Automated SaaS product deployments using Azure DevOps + Terraform with built-in observability hooks and RBAC-based access governance.
· Rebuilt Terraform modules with Checkov, Terratest, and pre-commit validations, standardizing remote state and enforcing IaC security.
· Introduced Python and Bash automation to integrate vulnerability scanning into GitLab CI/CD, reducing manual security.
· Implemented monitoring dashboards (Prometheus, Grafana, ELK) and proactive alerting.
· Embedded Snyk, Wiz, Veracode, and Acunetix scans into all CI/CD stages, improving vulnerability detection and securing releases end-to-end.
· Designed secure database access patterns using VPC peering, private endpoints, SG rules, and Key Vault–managed credentials.
· Implemented AIOps-driven monitoring with Dynatrace, xMatters, ELK, Prometheus, and Grafana for automated anomaly detection and faster root-cause isolation.
· Enhanced observability and MTTR by 25% through proactive alerting and service-level dashboards.
· Managed sprint release planning, cross-team coordination, and production readiness for microservices and ML pipelines.
· Automated rollback and hotfix pipelines, reducing recovery time from deployment failures.

Azure DevOps Engineer
Cardinal Health										(August 2020 - May2022)

Responsibilities:
· Designed and deployed Azure PaaS solutions (Functions, SQL, Blob Storage) with a focus on scalability, compliance, and supporting regulated healthcare workloads.
· Built Infrastructure as Code using Terraform, Bicep, and ARM, and automated configuration workflows with Ansible to eliminate manual provisioning issues.
· Developed and maintained Azure DevOps CI/CD pipelines with quality gates, automated approvals, vulnerability checks, and rollback paths to ensure secure and compliant releases.
· Enforced HIPAA and SOC2 security standards using Chef InSpec and automated continuous compliance through Chef Automate.
· Standardized Chef environments and attribute-driven provisioning models, reducing configuration drift across multi-cloud deployments.
· Implemented Azure Monitor, AppInsights, and custom dashboards to provide full-stack observability and improve incident response times.
· Secured Azure SQL and storage workloads using private networking, encryption in transit/at rest, RBAC, and Key Vault–based secrets management.
· Integrated Snyk, Wiz, Veracode, SonarCloud, and Acunetix into CI/CD pipelines to fully automate SAST, DAST, and SCA scanning, cutting vulnerabilities.
· Modernized Terraform modules for multiple healthcare applications, improving deployment consistency, regulatory alignment, and predictability.
· Strengthened identity and access governance with Azure AD RBAC, IAM policies, automated certificate rotation, and Key Vault integration.
· Developed real-time event processing pipelines for compliance monitoring—handling high-volume, low-latency data similar to capital markets systems.
· Led threat modeling sessions and architecture reviews with engineering and security teams to identify risks and implement remediation plans.
· Implemented continuous monitoring using Dynatrace, Prometheus, and AppInsights, and introduced automated incident playbooks that reduced MTTR.
· Troubleshot secure connectivity issues using mTLS, IAM, and RBAC policies to ensure compliance with healthcare security requirements.
· Reduced cloud spend by 20% through Terraform-driven autoscaling, rightsizing, and lifecycle optimization.
· Automated incident response workflows using Prometheus, Grafana, and Splunk to accelerate detection and shorten recovery time.
· Created runbooks, ServiceNow change documentation.


DevOps Engineer
Global Logic, India										(Nov 2018 – Dec 2019)

Responsibilities:

· Designed and maintained Azure DevOps and Jenkins pipelines for build, test, and multi-environment application deployments.
· Configured Jenkins master–slave architecture and created dedicated build agents to distribute workloads and enable parallel execution.
· Integrated Azure DevOps with Terraform to automate infrastructure provisioning across development and testing environments.
· Managed Git administration (branches, tags, repo creation, conflict resolution) and automated triggers using GitHub webhooks. 
· Provisioned and managed AWS EC2 instances, Security Groups, IAM roles, and networking configurations
· Automated AWS infrastructure provisioning and configuration using Jenkins pipelines and Ansible automation
· Automated deployment of Java apps across QA, UAT, and Production using Azure DevOps, Jenkins, Maven, and custom scripts.
· Built and maintained Nexus repositories for artifact storage and retrieval (JAR, WAR, EAR).
· Developed Chef cookbooks for server configuration, package installation, service management, and environment consistency. 
· Designed and maintained Jenkins CI/CD pipelines for multi-environment application deployments
· Configured Jenkins master–slave architecture and distributed build agents for parallel execution
· Developed Ansible playbooks for server configuration, application deployment, and environment standardization
· Containerized applications using Docker, managed private registries, and deployed workloads using Kubernetes across environments.
· Implemented Apache Kafka + Zookeeper for collecting and processing website activity streams.
· Configured Elastic Load Balancer (ELB) for distributing traffic among multiple application servers.
· Set up cron-based scheduled builds, automated reports, and nightly regression pipelines.


Build & Release Engineer								Apr 2016 to Oct 2018
Discover Melody					
Responsibilities:

· Automated end-to-end CI/CD pipelines in Jenkins for multiple Java applications using Maven, Nexus, and shell scripting.
· Managed build and deployment workflows across QA, UAT, and Production environments, ensuring stable and consistent releases.
· Configured and maintained Jenkins master–slave setup to distribute builds and improve pipeline performance.
· Implemented Git branching, merging, tagging, and release strategies to streamline code integration and reduce conflicts.
· Developed Chef cookbooks and automated server configuration tasks to eliminate manual setup issues across environments.
· Integrated SonarQube/SonarCloud scans into pipelines to enforce code quality, security checks, and automated testing.
· Created automated deployment jobs using Ansible, Puppet, and PowerShell for repeatable and error-free releases.
· Managed and optimized artifact storage, versioning, and retrieval processes using Nexus Repository Manager.
· Set up scheduled and on-demand builds using Jenkins cron triggers for nightly regressions and continuous integration.
· Troubleshot build failures, dependency issues, environment mismatches, and coordinated hotfix deployments with Dev, QA, and Ops teams.


Education:
Master’s: MS in Information Systems Technology in Wilmington University, Delaware, USA.
Bachelor’s: Bachelor of Technology in Electronics Communication and Engineering in HITAM, Hyderabad, India.
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